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THE POLICY REGARDING THE PERSONAL DATA PROCESSING IN THE COMPANY OLTCHIM S.A.  

 

 

1. INTRODUCTION 

 

As a personal data operator, OLTCHIM S.A. aims that any processing, defined as an operation or 

set of operations that is performed on personal data, by automatic or non-automatic means such 

as the collection, recording, organization, storage, adaptation or modification, extraction, 

consultation, use, disclosure to third parties by transmission, dissemination, or in any other way, 

joining or combining, blocking, deleting or destroying, to be conducted by following the below 

principles:  

 legality, fairness and transparency; 

 collecting for determined, explicit and legitimate purposes; 

 adequate, relevant and limited processing of what is necessary in relation to the purposes 

pursued;; 

 accuracy; 

 keeping in a form that allows identification of the data subjects for a period not exceeding 

the time required for the purposes for which the data are processed; 

 processing in a way that ensures the adequate security of personal data (integrity and 

confidentiality). 

 

In this way, Oltchim S.A. (hereinafter referred to as "the Company") recognizes and adheres to 

the principles set out in Regulation no. 679 of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free flow of such data (hereinafter 

referred to as "the Regulation").  

 

 

2. CATEGORIES OF PERSONAL DATA 

 

We may process personal data about natural persons as employees, former employees, 

potential employees, customers, suppliers, actual or potential business partners, representatives 

or appointees, visitors, interns, attendants, shareholders, auditors, or any another person who 

provides the Company with personal data such as: 

 Personal data: data from identity documents, data from studies and qualifications 

documents, data from judicial or civil status documents, professional evaluation data, 

contact data, data from surveillance records, and other data that have a strict link to the 

performance of certain contracts, the fulfillment of legal obligations, the legitimate 

interests of the operator or the vital interests of the data subject, as well as the fulfillment 

of obligations and the enforcement of specific rights of the company or persons concerned 

in the field of employment and security and social protection, on the basis of Union law and 

Member State law, as well as by collective labor agreement. 
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 Special data: we do not process data regarding racial or ethnic origin, political opinions, 

other than those resulting from statements of interest, as a legal obligation, data relating to 

religious confession, philosophical beliefs and genetic data. We process biometric data 

obtained by video capture and recording only for the purpose of verifying the identity of 

the persons for contractual, pre-contractual or statutory purposes, as well as for monitoring 

and ensuring security of persons, premises and / or public / private assets, fraud 

prevention, counter-terrorism . We process data on trade union membership and health 

data only for the purpose of fulfilling the obligations and the execution of specific rights of 

the company or persons concerned in the field of employment and security and social 

protection, in compliance with EU and member State law, as well as in collective labor 

agreement. 

 

  Minors' data: we process personal data of children up to 18 years  or 26 years  if they are 

in education and are dependants of the employee only for the purpose of fulfilling the 

obligations and performing specific rights of the company or persons concerned , respecting 

Union and national law, as well as collective labor agreements. 

 Geolocation data:  we process geographic location data only when accessing the Company's 

website and GPS monitoring of the company's vehicles. 

 

3. COLLECTION OF PERSONAL DATA  

We obtain personal data directly from natural persons or indirectly on the basis of contractual 

relationships with our business partners. 

 

4. LEGALITY OF PERSONAL DATA PROCESSING  

In the processing of personal data, the company has as its legal basis the following: 

 Compliance with legal obligation; 

 Fulfillment of contract liabilities or as an approach at the request of the person concerned 

before the conclusion of a contract; 

 legitimate interest, when the company considers that the processing is fair, reasonable and 

proportionate for the purpose of processing;  

 protecting the vital interests of the data subject or of another individual; 

 consent free of any influence given by the data subject at the moment when he/she 

provides the data to the company. 

 

 

5. SCOPE OF THE PROCESSING 

As an employer, the scope of data processing by the Company will be human resources 

management, bookkeeping, litigation management, training, salary payment, monitoring and 

security of people, premises and / or public / private assets, fraud prevention, counter- terrorism 

etc. 

As the issuer of securities listed on the regulated market (Bucharest Stock Exchange), the 

purpose of the data processing by the Company will be the fulfillment of the legal obligations 

applicable to the regulated / supervised entities of FSA, the conclusion, performance, termination 

of contracts, dispute management, accounting, etc. 

As a contractual partner, the purpose of data processing by the Company will be to conclude, 

perform, terminate contracts, manage litigation, bookkeeping,etc. 
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6. TRANSFER TO THIRD PARTIES 

Personal data are intended for use by the Company, but may be transferred to: 

 central public authorities, local public authorities, financial-banking institutions, in order to 

fulfill the legal obligations; 

 authorized persons, to whom we provide the necessary data only to process them on our 

behalf and for the purpose only. These entities are also selected under the guarantee to 

ensure and meet specific privacy protection requirements; 

 public authorities and institutions from third countries or international organizations 

 

7. RIGHTS OF THE DATA SUBJECT 

Right of access by the data subject – We acknowledge the right of the data subject to obtain 

confirmation of the processing of personal data by the Company and the right of access to such 

data. 

Right to rectification –The data subject shall have the right to request the rectification of 

inaccurate personal data. Taking into account the purposes of the processing, the data subject shall 

have the right to have incomplete personal data completed. 

Right to erasure (‘right to be forgotten’) – We respect the right to erase the data in situations 

where: the data are no longer necessary for the fulfillment of the purposes, the consent is 

withdrawn and there is no other basis for the processing, the data subjects may object to the 

processing and there are no legitimate reasons to prevail in the processing or when personal 

data has been processed illegally. 

Right to restriction of processing - We restrict the processing of personal data when: 

 the accuracy of the personal data is contested, for a period enabling the verification of the 

accuracy of the personal data; 

 the accuracy of the data is contested for a period enabling the verification of the accuracy 

of the personal data; 

 the processing is unlawful and the data subject opposes the erasure of the personal data 

and requests the restriction of their use instead; 

 the Company no longer needs the personal data, but they are required by the data subject 

to be kept for the establishment, exercise or defence of legal claims; 

 the data subject has objected to processing pursuant to Article 21(1) of the REGULATION 

for the period of time to verify that the legitimate rights of the Company override those of 

the data subject. 

 

Right to data portability– We transmit to the data subject the personal data relating to him or 

her and which have been provided to the Company in a structured, commonly used and 

machine- readable format. These data may be made available to another controller without any 

hindrance on the part of the Company, where: 

 

 processing is based on consent under Article 6 (1) (a) or Article 9 (2) (a) of the Regulation or 

on a contract pursuant to Article 6 (1) (b) of the Regulation; 

 the processing is carried out by automated means.  

 

The right not to be the subject of a decision based solely on automatic processing - The data 

subject  is not the subject of a decision which is based solely on automatic processing and produces 
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legal effects relating to he/she or affecting he/she in a similar manner to a significant extent, 

excepting the case when the decision: 

 is necessary for the performance of the individual labor contract between the employee 

and the Company; 

 is authorised by Union or national State law to which the controller is subject and which 

also lays down suitable measures to safeguard the data subject’s rights and freedoms and 

legitimate interests; 

 is based on the data subject’s explicit consent. 

 

The right to withdraw the consent - If the processing is based on consent, the data subject may 

withdraw his / her consent at any time by written, dated and signed application submitted to the 

Company. If personal data processing rights are deemed to have been violated, the data subject: 

 may file a complaint with the National Supervisory Authority for Personal Data Processing; 

 may apply to the competent court. 

 

8. SECURITY OF PERSONAL DATA 

The Company applies technical and organizational measures to ensure an adequate level of 

protection and security against accidental or unlawful destruction, loss, modification, disclosure or 

unauthorized access to personal data. 

We inventory personal data and keep records of processing activities. We identify the various 

processing of personal data, the categories of personal data processed, the purposes pursued 

through data processing operations, the lawfulness of the data processing, the persons 

processing these data, the origin and destination of the data, and the ways of securing personal 

data. 

We monitor compliance with the regulations brought by Regulation (EU) 679/2016, internal 

policies and provisions on data security and protection, and the conduct of persons empowered to 

process personal data. 

 

 

9. STORAGE PERIOD 

Personal data shall be kept only for the time necessary to achieve the purposes for which they 

were collected, the period required by applicable legal provisions in this field and the provisions on 

archiving and, following that after this period to be removed or destroyed in accordance with 

archival legislation in force and internal procedures. 

 

10. UPDATING OF PERSONAL DATA PROCESSING POLICY 

This Policy may be subject to further modifications. The revised version will be made 

available to interested parties by publishing on the Company's website. 

 

 


